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Invisible password: The information for encryption is hidden in the molecule, e.g. a 

liquid droplet on paper. (Photo: Amadeus Bramsiepe, KIT) 

In the digital age, security of sensitive information is of utmost 

importance. Many data are encrypted before they enter the data 

highway. Mostly, these methods use a password for decryption, 

and in most cases, exactly this password is the entrance gate for 

hackers. Scientists of Karlsruhe Institute of Technology (KIT) 

use a new and highly secure approach by combining computer 

science with chemistry and a conventional encryption method 

with a chemical password. Their development is now reported in 

an open access publication in Nature Communications. (DOI: 

10.1038/s41467-018-03784-x) 

Today, very good and highly effective encryption programs exist, 

which are difficult to overcome, provided that the computer capacity 

is limited. The password, however, always remains the weak point. If 

it is badly chosen and does not meet the necessary security require-

ments, it is the Achilles heel of entire encryption. Exactly here is the 

starting point of work of the scientists of KIT: They conceal the infor-

mation of the password in a small organic molecule. And while the 

encrypted digital information can travel publicly, the key to read the 
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information is transported invisibly and without the knowledge of the 

environment in a form of a small volume of a chemical compound, 

e.g. as a droplet on paper. 

“Of course, this method is only suited for applications requiring high 

security levels and, hence, justifying a high expenditure, examples 

being the transmission of intelligence or communication of embas-

sies,” says Professor Michael Meier of KIT’s Institute of Organic 

Chemistry. Other applications might be identification or anti counter-

feit tags. We can work with smallest amounts and also find them in 

materials, in which other chemical compounds, such as DNA mole-

cules, cannot be used,” first author Andreas Boukis adds. The scien-

tists succeeded in reliably isolating chemical keys from various carrier 

materials, such as paper, perfume, instant coffee, green tea, sugar, 

and even pork blood. 

 

Application of the password in the form of a molecule, sending the message, extracting 

the molecule, and decryption: The simplified representation above illustrates a highly 

complex and highly secure method. (Photos: Amadeus Bramsiepe, KIT; graphics: Leon 

Kühner, KIT) 

The information of the chemical key is hidden in the sequence of 

building blocks and the attached sidechains. Each of these chemical 

components is assigned a letter and a number. Depending on which 

components are synthesized in which sequence and with which 

sidechains, an individual alphanumerical code results for the pass-

word molecule. It is read out with a specially developed computer pro-

gram and converted into a binary code. For synthesis, the scientists 

used a conventional so-called multi-component reaction. It allows to 

synthesize a previously defined molecule in one step with a small ex-

penditure. As basic components, the researchers selected suitable 

commercially available compounds. With this database of 130 differ-

ent basic compounds, 500,000 chemical keys can be synthesized, 

containing a basic information of 18 bits each. By combining various 

chemical keys that can also be transmitted at various times and 
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places, information storage capacity and, hence, security can be fur-

ther increased. As the compounds are highly robust, they are suited 

for a variety of carrier materials. Thanks to another property, they are 

also easy to find: At a certain position, they have a special sidechain 

that facilitates recovery, so-called perfluoroalkyls. Their properties are 

similar to those of teflon, i.e. they do not like to interact with aqueous  

(polar) or fatty (unpolar) media, but only with other perfluorinated 

compounds. For this reason, these molecules can be separated se-

lectively from a mixture. The isolated compounds are then analyzed 

using a conventional highly sensitive analysis method, mass spec-

trometry. The mass of entire molecules, but also of defined fragments 

is determined. If the library of the 130 possible initial components is 

known, conclusions can be drawn with respect to the molecule and 

the password for decryption can be read out.  

“The idea to send information via secret channels is not new. But our 

process is characterized by the fact that we provide a highly robust 

secret channel that needs minimum amounts of the key molecule 

only,” Professor Dennis Hofheinz of the Institute of Theoretical Infor-

matics summarizes the advantages of chemical passwords. 

The new method was developed within the framework of the Collab-

orative Research Center (CRC) 1176 “Molecular Structuring of Soft 

Matter” of the German Research Foundation (DFG), which is coordi-

nated by KIT. Nine million euros have been granted for the first four 

years to the CRC that started in January 2016.  

Original Publication: 

A. C. Boukis, K. Reiter, M. Frölich, D. Hofheinz, and M. A. R. Meier: 

Multicomponent reactions provide key molecules for secret commu-

nication. Nature Communications, 2018. DOI:10.1038/s41467-018-

03784-x. 

https://www.nature.com/articles/s41467-018-03784-x 

 

Being “The Research University in the Helmholtz Association,“ 

KIT creates and imparts knowledge for the society and the envi-

ronment. It is the objective to make significant contributions to the 

global challenges in the fields of energy, mobility and information. 

For this, about 9,300 employees cooperate in a broad range of dis-

ciplines in natural sciences, engineering sciences, economics, 

and the humanities and social sciences. KIT prepares its 26,000 

students for responsible tasks in society, industry, and science 

Computer science meets chemistry: 
Encryption and decryption in detail. 
(Graphics: Andreas Boukis, KIT) 

https://www.nature.com/articles/s41467-018-03784-x#auth-1
https://www.nature.com/articles/s41467-018-03784-x#auth-2
https://www.nature.com/articles/s41467-018-03784-x#auth-3
https://www.nature.com/articles/s41467-018-03784-x#auth-4
https://www.nature.com/articles/s41467-018-03784-x#auth-5
https://www.nature.com/articles/s41467-018-03784-x
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by offering research-based study programs. Innovation efforts at 

KIT build a bridge between important scientific findings and their 

application for the benefit of society, economic prosperity, and the 

preservation of our natural basis of life. 

 

Since 2010, the KIT has been certified as a family-friendly university. 

This press release is available on the internet at 

http://www.sek.kit.edu/english/press_office.php. 

The photos in the best quality available to us may be downloaded 

under www.kit.edu or requested by mail to presse@kit.edu or phone 

+49 721 608-21105. The photos may be used in the context given 

above exclusively. 
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