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Smart Heat Control of Microchips
Infrared Cameras at KIT Monitor Thermal Patterns of Computer Chips / Integrated Heat Sensors
and Neural Networks on the Chip Can Identify Attacks by Hackers

KIT Information · Systems · Technologies Center

Monika Landgraf
Chief Press Officer,
Head of Corp. Communications

Setup to monitor a computer chip with infrared cameras. (Photo: CES/KIT)

Miniaturization of computer chips is a perfect gateway for attacks by hackers: Microchips are highly sensitive and might be
destroyed physically by specific overloading. Researchers of
Karlsruhe Institute of Technology have now demonstrated that
monitoring of the processors’ thermal patterns allows conclusions to be drawn with respect to manipulative control commands. This might give rise to a new generation of computer
chips with integrated intelligent monitoring systems that selfadapt to new threats.
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Technological progress in the electronics sector, such as higher
speeds, reduced costs, and smaller sizes, result in entirely new possibilities of automation and industrial production, without which “Industry 4.0” would not be feasible. In particular, miniaturization advanced considerably in the last years. Meanwhile, physical flow of a
few electrons is sufficient to execute a software. But this progress also
has its dark side. Processors for industrial production of less than 10
nm in dimension are highly sensitive. By specific overloading through
incorrect control commands, hackers might initiate an artificial aging
process that will destroy the processors within a few days. To defend
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such attacks on industrial facilities in the future, researchers of KIT
are now working on a smart self-monitoring system.
The new approach is based on identifying thermal patterns during
normal operation of processors. “Every chip produces a specific thermal fingerprint,” explains Professor Jörg Henkel, who heads the team
at the Chair for Embedded Systems (CES). “Calculations are carried
out, something is stored in the main memory or retrieved from the
hard disk. All these operations produce short-term heating and cooling in various areas of the processor.” Henkel’s team monitored this
pattern with sensitive infrared cameras and reproduced changes in
the control routine from minimum temperature changes or temporal
deviations of a few milliseconds. The setup with infrared cameras was
used to demonstrate feasibility of such thermal monitoring. In the future, sensors on the chip are planned to assume the function of the
cameras. “We already have temperature sensors on chips. They are
used for overheat protection,” Jörg Henkel says. “We will increase the
number of sensors and use them for cyber security purposes for the
first time.” In addition, the scientists want to equip the chips with neural networks to identify thermal deviations and to monitor the chip in
real time.
The researchers think that their smart heat control will be applied in
industrial facilities first. As mostly static control routines are executed,
deviations are easier to identify than in a smartphone, for instance.
However, also industry computers are exposed to dynamic threats.
“As soon as the hackers will know that we monitor temperature, they
will adapt,” computer scientist Hussam Amrouch, who works in the
team of Jörg Henkel, explains. “They will write smaller or slower programs, whose heating profiles will be more difficult to identify.” Right
from the start, the neural networks will therefore be trained to identify
even modified threats.
For information, click:
http://ces.itec.kit.edu/24.php
More about the KIT Information · Systems · Technologies Center:
http://www.kcist.kit.edu
Being “The Research University in the Helmholtz Association,“
KIT creates and imparts knowledge for the society and the environment. It is the objective to make significant contributions to the
global challenges in the fields of energy, mobility and information.
For this, about 9,300 employees cooperate in a broad range of disciplines in natural sciences, engineering sciences, economics,
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and the humanities and social sciences. KIT prepares its 26,000
students for responsible tasks in society, industry, and science
by offering research-based study programs. Innovation efforts at
KIT build a bridge between important scientific findings and their
application for the benefit of society, economic prosperity, and the
preservation of our natural basis of life.
Since 2010, the KIT has been certified as a family-friendly university.
This press release is available on the
http://www.sek.kit.edu/english/press_office.php.
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The photo in the best quality available to us may be downloaded under www.kit.edu or requested by mail to presse@kit.edu or phone +49
721 608-47414. The photo may be used in the context given above
exclusively.
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